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MEMORANDUM FOR: Director of Central Intelligence

SUBJECT: Bigot Lists

1.  The Management Committee minutes on MCA-59, '"Bigo:
Lists, " note that:

"eo.it was decided to modify the 24 August 1973
referent memorandum as follows: Community -
wide sensitive projects dealing with intelligence
will be identified to the DCI along with the name
of the project manager responsible for each.
Lists of individuals associated with a project
will be maintained by the pertinent project
manager and made available to the DCI upon
request. | will 25X1
draft a memorandum along the above lines for
subbmission to the DCIL, "

2. The requested memorry@um is :;'Q;ch d for your signaturc.

25X1
&vuamel Q8 Graham
Major General, USA
D/DCI/IC
Attachment
cc: DDCI
ER

Memo is unclassified upon : 25X1
removal of attachment, -
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Remérks:
Perhaps the response will be EYES ONLY

8] that this should be. How about :
SECRET o¥ SECRET/SENSITIVE? If you agree,
please have someone redo.
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Approved For Release 2004/04/13 : CIA-RDP80M01082A000600190007-3

25X1



g/l

Fouting Slip

TO: * Approved For Release 2004/04/13 : CIA-RDP80MO01(
ACTION | INFO. i ACTION |  INFO.
1 [pCl | e
2 |pDal 12 | D/jPPB
3 |DDS&T | 13 | SAVA
4 |DDI T[4 [ Asst/pa
5 |DDO 15 | A0/DCI
6 |DDM&S i 15 |EX/SEC
7 |p/DCI/IC L 17
8 |D/ONE 18 |
9 |GC _ 19
10 |LC 20
' SUSPENSE _ _ '
Date )
Remarks: R
Vo — LT o

)=

A

e e

oc /;DDGFV o

)82A W 90?7"—3.

(i
At

Y=/ 7y

Approved For Release 2004/04/13 : CIA-RDP80M01082A000600190007-3



TVOLYLR, aref o e §H
Approved For Release 2004/04/13 : CIA-RDP80M01082A000600190007-3
ADMINRBTRATIVE - INTERNAL USE yNLY

25 February 197«

MEMORANDUM FOR: Inspector General

SUBJECT: Classification/Declansificatio of
Information

Attached is the DCI/IC 3taff response to your merserand ira

dated 11 February 1374 requesting classification/declassific atic -

information.

BO/DC1/1IC

Enclosure:

Distribution:
O & 1 - Addressee
- ¥ - IC Admin
1 -AO/DCI
v— 1 - IC Registry

ADMINISTRATIVE - INTERNAL USE CNLY
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ADMINISTRATIVE - INTERNAL UBE ONLY

COMPONENT:  ICS

1,

9.

10,

11,

i2.

13,

14.

15,

Six officers have classificstion atthority for TOP SECRET .
twenty-elght office rs have classification authority for SEC (ET
none for CONFIDENTM L.

8ix officers have autherity to exempt.

Classification cfficers are selected according to the paosition
they occupy on the T/0.

The number of papers classified by ecach officer each monin
varies by office - the span is frem 36 to 8.

Yes, classificatior officers receive a copy of their parson el
actions which give the NSCA.

Yes, secretariss know the level of clasmification authority
for their superviscrs.

No, we do not have 2 training course for classification off cers
Not applicable

Not applicable

Yes, new officers are allowed to exercise classification 2 ithe - -

We have discuesions and meetings to familiarize emnloye: s

with the Executive Order. Ia addition, we periediesliy ci cal. -

the KSC Directive and

No, we do not have any written office guidelines - this is [aft
to the discretion of the officers.

No, other than checke mmée by thie he ad of each componer:
and he would be responsible in determining whether mate;ial
is properly claseified.

| | Executive Officer

No, we have not established a system for review of mater al

previously classified with the chject of downgrading or declasai i,
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16. Approximately 100% of our material is exempt from declasg:ifica v
17. Category 2 - 100%

18. We use "Warning Notice' when the subject matte: deals with
sensitive methods and sources.

19. No, we do not have pre-classified forms - we use pre-daseified
forms that are the responsibility of other offices.

20. Yes, there has been a significant change in classification Jovels
Each classifler is more sensitive to the levels and is vaing o«
discretion in making classifying declsions. At the present i
many papers are identified as "Admin-Internal Use Only" ¢nd 31

not classified secret or belew, which is & practice we did net
formerly follow.

21, Yes, officers with classification authority are perxaiiied k

determine classification without review by the head «f the
eperating component. '
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11 FEB %74

MEMORANDUM FOR: Office of the Director (Mr. Evans)
Deputy Director for Operations
Deputy Director for Intelligence
Deputy Director for Management & Services
Deputy Director for Science & Technology

SUBJECT : Clas sification/Declassification of Information

1. All government departments and agencies are required to
conduct an annual review of their own administration of directives on
classification, downgrading, declas sification and safeguarding of
National Security information. In this connection, the Office of the
Inspector General is involved in a survey to determine whether Agency
officers with classification authority are complying with the guidelines
established under Executive Order 11652, the NSC Directive of 17 May
STAT 1972, and[_ | We have prepared the attached questionnaire
. which we are asking you to forward to your operating components.

It would be helpful if we could have their responses no later than 28

February 1974, o

"“‘/—_—\

2. Itis important to note that substantive intelligence and
cable traffic are not relevant to the survey, and responses to the
' questionnaire should therefore exclude these categories.

—

3. The Inspection Team will also conduct random interviews
in each Directorate and will spot-check files as necessary to comgplete
the survey. It is not the intent of this survey to identify specific
classification abuses.,

STAT

S. D. Breckinridge
Acting Inspector General

Attachment A/S
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PRE: S

COMPONENT:

1. How many officers in your component have classification
authority for TOP SECRET - ., SECRET
CONFIDENTIA_L _ ?

2. How many offlc'ers in your component have authorlty to exemp:t

3. How are classification officers selected? .

4, How many papers are c1a551f1ed by each officer each month?

. 5. Do classﬁlcatlon offlcers have written delegatlon of authority

to classify?

6. Do secretarleo know 1eve1 of c1a551f1cat10n a.uthorlty for their
supervisors?

1. Do you have a training course for classification 'ofﬁc:ers

8. How ioften is the course run?

9. Do you have refresher training? 1f so, how often?

10. Are new officers allowed to exercise classification autherity

before training?

11. Do you have a program to familiarize all employees with the
Fxecutive Order, the NSC Directive and HR 10-237?

12. Are there any written office guidelines on determination of
' level of classification?

13. Are there any checks to determine whether material is prope ‘ly
classified? If so, who is responsible? Describe the system,

14. Who is the component authority in case of dispute on levzl of
classification or exemption from declas sification?

(See other side)
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Have you established any system for review of material
previously classified with the object of downgrading or
decla.ssﬁylno ?

W_h_at,pe_rqentage of your material is exempt from‘decla.ssiﬁca.t* ca7?

What percentage of exempted material is cove ered by I:,xemptmn
'Category- 1?2 .- 22. . 392 - 49 .

Under what circumstances do you use Warning Notice - Senmsitive
Intelligence Sources and Methods Involved?

Do you use pre-clas s1f1ed forms? How often is c1a551f1cat1 on
reviewed? - :

In general, has there been a significant change in classification
levels used on written material since the issuance of Executive
Order 11652? Please compare FY-72 and FY-73 t6 arrive at
your estimate.

Are officers with classification authority actually permitted to
determine classification without review by the head of the
operating component?

\E'.
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ICI/IC 74-086)

On 28 Februsry I hud the goed fortune to hesr an extrew! |
; . briefing on COMSEC, as presented by NSA's | T STAT
%TAT suditoriim was packed, axd intervst remsiied Too :

& very strang appreciation of the US vulnerab tochnic:
tion of our cormunications. M&:w e

STAT for his careful oxganization and articulst :
this potentially complicstad subject. ton of
As you know, 1 fesl a st nead to
protect the seamity of Us in information. Q-t‘;tnmv

mmmuumwnmq.mam.tmm licy-
uhnglmhofthegmt, Ihﬂpcthttmwﬂlgkei?m
initiative to soe that this is dope. If 1T con be of any
assistance in such a pregram, plesse call en me.

Sinceraly,
s/ Bill

W. E. Colby

STAT DCY/I1C/CSs kao 4 Mar 74
Distribution: )
Orig. - addressee
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INTELLIGENCE COMMUNITY STAFF SUMMARY SHEET

ROUTE TO ACTION SICGNATIIOE (Cand el ORIGINATOR (Symbol)  TELEPHONE NO OrY _—ﬁ
1. TC/CS Coord, ITAT
2 | PD/DCIJIC coene. DCI/IC/CS 4 Mar 74
5. | DCT signature ACTIO =
SIGNATURE
TYPED G - F?'ﬁl?'\f’?—s TAT
CHITIALS
’C ho
SUBJECT > e ]

Short Thank you to NSA for COMSEC Briefing on February 28, 1974.

REMARKS

DCI Signature.
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SUBJECT: Invitation to a Communications Security Lecrture

lecture extremely interesting, beneficial, and it will serve
to provide an excellent background of the Soviet threazt as
well as some U.S. vulnerabilities. Therefore, I urge the
widest possible attendance from managers and especially those
officers engaged in the operational, security, and counter-.
intelligence fields.

3. It is anticipated that the lecture will rum two b urs.
Attendees must have a Top Secret (learance and possess the
following compartmented clearances:

STAT
STAT
4. Please forward, by 7 January, the names of appron:i-
ately cleared personnel whom you wish to attend to |
Communications Security Sﬁaff, 612 Magazine Building, extorsion
STAT

directdd of Communications
ce: ES

Distribution:
1 - Fach Addressee
1 - BES
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20 Decermber 1973

H
MEMORANDUM FOR: Deputy Director for Intelligence
Deputy Director for Management and Servicses
Deputy Director for Operations
Deputy Oirector for Science and Technolo.vy
Deputy to the DCI for the Intelligence
Comaunity
Deputy- to the DCI for National Intelligerce
Officers
General Counsel
Legislative Counsel
Inspector General
Comptroller

SUBJECT : Invitation to a Communications Security
Lecture

1. On 10 January 1974, at 10:80 a.m. in the lleadgua::ers
Auditoriunm, | | Chilef, Cowmunications Sscurity
and Techniques Divislon, COMSEC Dlrectorate, jational Seourity

Agency, will prescnt a comprehensive lecture entitled: RIVIEY

OF NATIONAL LEVEL COMSEC KNOWLEDGE OF SOVIET INTELLICENCE EX-

-

PLOITATION OF U.S. COMMUNICATIONS. The 1lecture will cov-= the

following topics:

a. Missions and functions of the Communica-
tions Security and Techniques Division, 4SA

b. Eey problems of communications security

C. An overview of the Soviet intelligence
organization

d. A systematic look at Soviet strategic
military operational intelligencs

e, Intelligence gaps: What we do not know
about Soviet SIGINT functions

£f. Issues involved with the loss of crypto-
graphic material

2. Some members of my staff have attended a similar nre-
sentation given by | We believe you will £find -he
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JMC's comments:

STAT | .

Please prepare appropriate note. Note to

Secretariat to remind DCI to mention this at USIB.
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